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modern cybersecurity risks
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Information security is not the 
same as cybersecurity *

* This is my personal opinion and does not reflect the official position of my employer
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U.S. Office of Management and Budget Circular A-130 (https://a130.cio.gov)

Information Security 

The protection of information and systems from unauthorized 
access, use, disclosure, disruption, modification, or destruction 
in order to provide confidentiality, integrity, and availability.
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- Definition as established by OMB, adopted by NIST in the NIST Risk Management Framework

- Emphasizes the intent of information security programs to holistically protect the organization’s information and those systems that support the organization’s 

information

- Emphasizes the CIA triad


https://a130.cio.gov


NIST Cybersecurity Framework (https://www.nist.gov/cyberframework)

Cybersecurity 

The process of protecting information by preventing, 
detecting, and responding to attacks.
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- Definition as established by NIST in the NIST Cybersecurity Framework

- Emphasizes the active protection of information through denying threat actors the ability to attack and operate inside the organization

https://www.nist.gov/cyberframework


Information Security vs. Cybersecurity

Information Security
Anything involving 

security of information 
or information systems 

regardless of medium or 
domain

Cybersecurity
Anything security-

related in the cyber 
domain

Source: Legal Futures Publishing Ltd. 5

- What does this mean visually?

- Cybersecurity is a sub-function of information security

- Whereas information security is anything involving security of information

- Cybersecurity is anything specific to the cyber domain

https://www.legalfutures.co.uk/associate-news/data-protection-vs-information-security-vs-cyber-security


Information Security
Prepare

Categorize

Select

ImplementAssess

Authorize

Monitor

Source: NIST Risk Management Framework 6

- Differences between auditing information security and cybersecurity

- NIST risk management framework:


- Prepare organization to manage security and privacy risk

- Categorize systems and information based on impact

- Select set of controls to protect the system based on risk assessment

- Implement controls and document how deployed

- Assess to determine if controls are in place, operating as intended, and producing desired results

- Authorize the system to operate

- Monitor control implementation and risks to the system


	 - Auditing information security assumes the policies, procedures, and controls mentioned earlier are in place and properly address how the organization can reduce 
risks to the organization through the lens of effective management

	 - NIST SP 800-53A provides an excellent, uniform, consistent resource for evaluating the implementation of security controls within an organization


https://csrc.nist.gov/Projects/risk-management/about-rmf


Information Security
Prepare

Categorize

Select

ImplementAssess

Authorize

Monitor

Source: NIST Risk Management Framework

Cybersecurity

Source: NIST Cybersecurity Framework7

- Differences between auditing information security and cybersecurity

	 - NIST Cybersecurity Framework:

	 	 - Identify cybersecurity risk to systems, people, assets, data, and capabilities

	 	 - Protect the delivery of critical services

	 	 - Detect the occurrence of a cybersecurity event

	 	 - Respond to a detected cybersecurity incident

	 	 - Recover capabilities or services that were impacted by a cybersecurity event

	 - Auditing cybersecurity requires focusing attention on the operational and technical controls and processes necessary to minimize the ability for threat actors to 
operate within the organization’s environment

	 - The evaluation criteria for cybersecurity can be buried in SP 800-53A, but the more effective approach is to evaluate the risks to the organization from the 
perspective of the threat actor and find the gaps in the defense

	 - Discuss cybersecurity teams, necessity for ownership or authority over systems


https://csrc.nist.gov/Projects/risk-management/about-rmf
https://www.nist.gov/cyberframework


Disclaimer

8

- This presentation was planned while Texas DIR still used version 1.3 of their control catalog, aligned to SP 800-53 Rev 4

	 - Most controls that influenced daily cybersecurity operations were not required by the Texas Control Standards Catalog

	 - The revised DIR catalog (v2.0) introduces required controls from SP 800-53 Rev 5 that support cybersecurity operations




The single largest risk to an organization is 
the user
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- The single largest risk to an organization is the user

	 - All of the policies, procedures, and most practical restrictions can be put in place and functioning properly

	 - But a user, even well-intentioned, can create the right conditions for a threat actor to successfully compromise an organization

	 - Cybersecurity defenses must be designed to account for the gaps between what administrative and technical controls the organization has in place, and the 
means by which threat actors can circumvent those controls




Top cybersecurity threats 
and how to audit the effectiveness of 
mitigating measures
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500 million
Ransomware attacks in the first half of 2021

Ransomware

Source: Cybereason 11

https://www.cybereason.com/blog/ten-of-the-biggest-ransomware-attacks-of-2021


$400 million
Ransomware payments in 2020

Ransomware

Source: The White House 12

https://www.whitehouse.gov/briefing-room/statements-releases/2021/10/13/fact-sheet-ongoing-public-u-s-efforts-to-counter-ransomware/


Ransomware
Two Common Strategies

High Effort, 
High Impact
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Ransomware
Low Effort, Low Reward

• Threat actor delivers malware payload to a victim


• Commonly via a malicious link or attachment in an email


• When opened by the victim, payload begins a series of events


• Results in any files accessible to the victim (locally on the victim’s 
computer or through accessible file shares) to become encrypted


• Files encrypted with promise of restoring access to files once paid a ransom
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- Two common strategies:

	 - 1. (Low effort, low/moderate impact, low reward)

	 	 - Threat actor delivers a malware payload to a victim, commonly via a malicious link or attachment in an email

	 	 - When opened by the victim, the payload begins a series of events that result in any files accessible to the victim (locally on the victim’s computer or 
through accessible file shares) to become encrypted, with the promise of restoring the access to files once paid a ransom



Ransomware
High Effort, High Reward

• Threat actor gains access to the organization


• Commonly with compromised password obtained through phishing


• Threat actor pivots through the environment


• Takes advantage of vulnerabilities along the way


• Gains administrator access to the environment


• Threat actor deploys malware throughout the environment, encrypting files and/or 
operating systems


• Renders files or systems unusable, with promise of restoring access once paid a ransom
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- Two common strategies:

	 - 2. (High effort, high impact, high reward)

	 	 - Threat actor gains access to the organization, commonly with a compromised password obtained through phishing

	 	 - Threat actor pivots through the environment, taking advantage of vulnerabilities along the way, to gain administrator access to the environment

	 	 - Threat actor deploys malware throughout the environment that encrypts files and/or operating systems, rendering the files or systems unusable, with the 
promise of restoring the access once paid a ransom




Ransomware
Challenges

• Complex email filtering and 
endpoint protection


• Least privilege doesn’t fully 
eliminate the risk


• Aggressive access controls to file 
shares


• Blocking lateral movement 
throughout organization


• Isolating critical systems from the 
rest of the organization’s network


• Maintaining versioned backups of 
any data of value to the 
organization


• Regularly testing the effectiveness 
of the backups
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- In these examples:

	 - Complex email filtering and endpoint protection is necessary to filter malicious links and prevent malware from being downloaded to a user workstation

	 - Endpoint protection is necessary to prevent the malware from executing on a user workstation

	 - A user with least privilege may not have the ability to modify system folders, but their user profile and any file shares they have write access to are still vulnerable, 
which depending on the user could be a significant amount of the organization’s operations

	 - Most reasonably restrictive access controls to file shares are necessary to minimize the attack surface that workstation-sourced malware can impact

	 - Blocking lateral movement and isolating critical systems from the rest of the organization’s network is necessary to prevent threat actors from maneuvering 
through the organization to impact multiple systems

	 - Having versioned backups of any data of value to the organization and regularly testing the effectiveness of the backups is essential to recover from the effects of 
a successful ransomware attack




Ransomware
What Auditors Can Look For

• Does the organization train and test 
its users to recognize malicious links 
or attachments in email and properly 
report such incidents?


• Does the security function monitor 
alerts for malicious links or 
attachments that are blocked by 
email filtering or endpoint protection?


• Does the security function 
investigate malicious links or 
attachments?


• Can typical users access the 
organization’s critical systems and/or 
other unrelated networks from end-
user networks?


• Does the organization have detection 
capabilities to observe a mass-
change to file shares that may be 
indicative of active encryption by 
malware?
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- What auditors can look for:

	 - Does the organization train and test its users to recognize malicious links or attachments in email and properly report such incidents?

	 - Does the security function monitor alerts for malicious links or attachments that are blocked by email filtering or endpoint protection?

	 - Does the security function investigate malicious links or attachments?

	 - Can typical users access the organization’s critical systems and/or other unrelated networks from end-user networks?

	 - Does the organization have detection capabilities to observe a mass-change to file shares that may be indicative of active encryption by malware?




Extortionware

• Similar to ransomware


• Primary objective is to obtain data for the purpose of threatening release of 
data into the public domain unless paid a ransom


• May or may not be combined with ransomware*


• This strategy requires access to an organization’s proprietary information to 
be valuable


• The same protective measures as ransomware are still necessary, with the 
addition of data loss prevention
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- Similar to ransomware, except the primary objective is to obtain the data for the purpose of threatening to release the data into the public domain unless paid a ransom; 
may or may not be combined with ransomware

- This strategy requires access to an organization’s proprietary information to be valuable

- The same protective measures as ransomware are still necessary, with the addition of data loss prevention




Extortionware
Data Loss Prevention

• Same user awareness and training necessary for ransomware avoidance


• Encrypting data at rest such that data can only be accessed by an authorized 
workstation/or user


• Implementing user behavior analytics that revoke access or force re-
authorization when anomalous behavior such as data exfiltration is detected
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- Data loss prevention may include:

	 - Same user awareness and training that is necessary for ransomware avoidance

	 - Encrypting data at rest such that the data can only be accessed from an authorized workstation/or user

	 - Implementing user behavior analytics that revoke access or force a re-authorization when anomalous behavior such as data exfiltration is detected




Extortionware
What Auditors Can Look For

• Does the organization truly enforce 
least privilege access to data stored 
by the organization?


• Does the organization encrypt or 
otherwise apply multiple layers of 
protection to proprietary or other 
controlled information?


• Does the organization employ user 
behavior analytics to monitor user 
activity and alert or take action when 
suspicious behavior (open/copy/

delete/move large bulk of files) is 
detected?


• Does the security function know 
where such sensitive information 
exists within the organization and 
what needs to be most protected?


• Does the security function monitor 
endpoints, file shares, or the network 
for indications of data exfiltration 
and investigate suspicious behavior?
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- What auditors can look for:

	 - Does the organization truly enforce least privilege access to data stored by the organization?

	 - Does the organization encrypt or otherwise apply multiple layers of protection to proprietary or other controlled information?

	 - Does the organization employ user behavior analytics to monitor user activity and alert or take action when suspicious behavior (open/copy/delete/move large 
bulk of files) is detected?

	 - Does the security function know where such sensitive information exists within the organization and what needs to be most protected?

	 - Does the security function monitor endpoints, file shares, or the network for indications of data exfiltration and investigate suspicious behavior?




$4.24 million
Average per data breach incident as of July 2021

Phishing

Source: IBM 21

https://newsroom.ibm.com/2021-07-28-IBM-Report-Cost-of-a-Data-Breach-Hits-Record-High-During-Pandemic


85%
Phishing attempts targeted user 

credentials

Phishing

Source: IBM

Data breaches started with 
compromised credentials

20%
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https://newsroom.ibm.com/2021-07-28-IBM-Report-Cost-of-a-Data-Breach-Hits-Record-High-During-Pandemic


Phishing

• Historically used to deliver ransomware


• Now used primarily to harvest credentials for follow-on campaign against an 
organization


• The same protective measures as ransomware apply for protecting against 
phishing


• Other uses of harvested credentials primarily focus on gaining access to 
organizational resources (email, VPN, remote connection, financial systems, 
etc.)
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- Historically used to deliver ransomware

- Now used primarily to harvest credentials for a follow-on campaign against an organization

- The same protective measures as ransomware apply for protecting against phishing

- Other uses of harvested credentials primarily focus on gaining access to organizational resources (email, VPN, remote connection, financial systems, etc.)




Phishing
What Auditors Can Look For

• Does the organization train and test 
its users to recognize phishing email 
(such as links to fake login pages) 
and properly report such incidents?


• Does the organization implement 
MFA on any externally-accessible 
resource (Office 365, VPN, SSO, 
etc.)?


• Does the organization employ user 
behavior analytics to monitor user 

activity and alert or take action 
when suspicious behavior (login 
from new location, new device, 
outside normal hours, etc.) is 
detected?


• Does the security function 
investigate suspicious activity and 
verify acceptable/permitted 
activities with the user, supervisor, 
or business owner?
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- What auditors can look for:

	 - Does the organization train and test its users to recognize phishing email (such as links to fake login pages) and properly report such incidents?

	 - Does the organization implement MFA on any externally-accessible resource (Office 365, VPN, SSO, etc.)?

	 - Does the organization employ user behavior analytics to monitor user activity and alert or take action when suspicious behavior (login from new location, new 
device, outside normal hours, etc.) is detected?

	 - Does the security function investigate suspicious activity and verify acceptable/permitted activities with the user, supervisor, or business owner?




77%
Surveyed organizations reported a phishing-related BEC incident in 2021 

(+12% from 2020)

Spear-phishing 
(Business Email Compromise)

Source: Proofpoint 25

https://www.proofpoint.com/us/blog/security-awareness-training/2022-state-phish-explores-increasingly-active-threat-landscape


Spear-phishing

• Uses customized emails to target specific individuals


• Based on deliberate research of the organization and key individuals


• If malware is introduced in spear-phishing, will likely be tailored to the victim 
individual or organization


• Malware may not trigger signature-phased malware detection and will be 
designed to be highly effective against the victim network
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- Uses customized emails to target specific individuals, based on deliberate research of the organization and its key individuals

- If malware is introduced in spear-phishing, it will likely be tailored to the victim individual or organization, may not trigger signature-phased malware detection, and will 
be designed to be highly effective against the victim network




Spear-phishing
What Auditors Can Look For

• Does the organization train and test 
its users to recognize spear-
phishing email (such as out of the 
ordinary requests from a seemingly 
known person) and properly report 
such incidents?


• Does the organization employ 
behavior-based endpoint protection 
(NGAV, EDR, etc.) to detect 
malicious activity?


• Does the security function monitor 
alerts for malicious activity that are 
detected or blocked by endpoint 
protection?


• Does the security function 
investigate and respond to 
malicious activity?
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- What auditors can look for:

	 - Does the organization train and test its users to recognize spear-phishing email (such as out of the ordinary requests from a seemingly known person) and 
properly report such incidents?

	 - Does the organization employ behavior-based endpoint protection (NGAV, EDR, etc.) to detect malicious activity?

	 - Does the security function monitor alerts for malicious activity that are detected or blocked by endpoint protection?

	 - Does the security function investigate and respond to malicious activity?




67%
Business-impacting cyberattacks targeted remote workers in 2021

Remote Working/Cloud Service Attacks

Source: Tenable 28

https://www.tenable.com/analyst-research/forrester-cyber-risk-report-2021#wave-form


Remote Working/Cloud Service Attacks

• The rapid transition to facilitate remote access in 2020


• Legacy cybersecurity network design is built around a protected boundary


• Shift to remote work and migration to cloud services has moved the risk 
outside the legacy protected boundary


• Developers and engineers deploying services in cloud services may not apply 
the appropriate protections


• Threat actors will take advantage of an organization’s weak points to gain 
access to the organization
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- The rapid transition to facilitate remote access in 2020 caused organizations to pivot many inward-facing services out to remote users

- Legacy cybersecurity design is built around a protected boundary where resources and people inside that boundary were inherently trusted

- The shift to remote work and migration to cloud services has moved the risk outside that legacy protected boundary

- Developers and engineers deploying services in cloud services may not apply the appropriate and necessary protections, depending on the provider

- Threat actors will take advantage of an organization’s weak points (e.g., external services with inadequate authentication protection) to gain access to the organization




Remote Working/Cloud Service Attacks
What Auditors Can Look For

• Does the organization implement 
MFA on any externally-accessible 
resource (Office 365, VPN, SSO, 
etc.)?


• Does the organization implement a 
consistent level of authentication 
security across all services 
(specifically SaaS; is SSO used)?


• Does the organization have a cloud 
access security broker (CASB) in 

place to monitor access to external 
SaaS services?


• Has the organization implemented 
or considered zero-trust security for 
organization-owned endpoints and 
services?


• Does the security function monitor 
and respond to suspicious activity 
from cloud services in a similar 
fashion to on-premise services?
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- What auditors can look for:

	 - Does the organization implement MFA on any externally-accessible resource (Office 365, VPN, SSO, etc.)?

	 - Does the organization implement a consistent level of authentication security across all services (specifically SaaS; is SSO used)?

	 - Does the organization have a cloud access security broker (CASB) in place to monitor access to external SaaS services?

	 - Has the organization implemented or considered zero-trust security for organization-owned endpoints and services?

	 - Does the security function monitor and respond to suspicious activity from cloud services in a similar fashion to on-premise services?




Summary
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Top Cybersecurity Threats

• Ransomware


• Extortionware


• Phishing


• Spear-phishing


• Remote Working/Cloud Service Attacks
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Top Cybersecurity Threats
Common Auditable Control Strategies

• Does the organization train users in 
practical strategies for identifying and 
properly responding to threats, and 
regularly test them to gauge 
effectiveness of the training?


• Does the organization implement a 
modern identification and access 
management solution which includes 
MFA, uses the same SSO identity 
provider across all applications (both 
on-premise and in the cloud), and 
incorporate user behavior analytics?


• Does the organization’s security 
function monitor user access to 
resources (on-premise and in the 
cloud), investigate abnormal behavior 
or malicious activity, and respond to 
such incidents?


• Does the organization perform 
penetration testing to ensure the 
monitoring, detection and response 
process functions properly?
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- Common auditable control strategies

	 - Does the organization train users in practical strategies for identifying and properly responding to threats, and regularly test them to gauge effectiveness of the 
training?

	 - Does the organization implement a modern identification and access management solution which includes MFA, uses the same SSO identity provider across all 
applications (both on-premise and in the cloud), and incorporate user behavior analytics?

	 - Does the organization’s security function monitor user access to resources (on-premise and in the cloud), investigate abnormal behavior or malicious activity, and 
respond to such incidents?

	 - Does the organization perform penetration testing to ensure the monitoring, detection and response process functions properly?




Discussion & Questions

34

[20-0 min]


